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Motivation

• Importance
– QoS and Security

• Performance of existing schemes
– RFC : fast but excessive storage
– EGT-PC : speed still slow for practical purposes
– HiCuts : same..
– TCAM : high power consumption, high cost and less 

dense
• Vendors like Cypress, Fast-Chip, EZchip, Integrated Silicon 

looking for different alternatives

• New ideas
– New ideas still possible
– Authors introduce one such idea : HyperCuts
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Packet Classification Problem
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Graphical Illustration
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Constructing a Decision Tree

• Questions
– How many dimensions to cut at a 

time?

– Which dimensions to choose?

– How many cuts on which 
dimension?
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• Goals
– Tree with minimal depth

– With least nodes

– With uniformly distributed rules in the 
leaves

– With reasonably small # of rules in the 
leaves
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Hierarchical Cuts (HiCuts)

• How many fields to cut?
– Only one field on one node

• Which field to cut?
– Some heuristics

• field with maximum unique components specified
• Minimize the maximum # of rules in a child node

• How many cuts to make on it?
– Some heuristics

• Total # cuts at each node bounded by spmf(n) = 
spfac x n
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F1[0..7] F2[8..11]
Cut (F2, 2)R1,R2,R5,R6

HyperCuts Illustration

• Key features
– Tree depth is reduced by cutting multiple fields
– Navigation through tree is done by array 

indexing
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HyperCuts

• How many fields to cut?
– One or more

• Which fields to cut?
– Some heuristics

• Field with number of unique elements greater than the mean 
of the number of unique elements across all the dimensions 
considered

• Also experimented with ratio of number of unique elements to 
the size of that region across the dimension chosen

– Denote the set of fields to cut on a node by D
• How many cuts to make on each field?

– Some heuristics
• Cuts on  field i = nc(i)    i є D,  decided by some heuristics
• Total cuts at one node = П nc(i) < spfac x √N
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Optimizations

Node merging

Pushing Common Rule Subset
Upwards

Region Compaction

Rule Overlap
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Results on Core Router Databases

Memory space requirement

Observed worst case memory accesses
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Results on Edge Router Databases

Memory space requirement

Observed worst case memory accesses
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Results on Firewall Databases

Memory space requirement

Observed worst case memory accesses
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Results on Synthetic Databases


