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Abstract

ThispaperpresentsaReal-timeUpcall (RTU) [1] basedTCP/IP implementationthatguaranteesthrough-
put for continuousmediaapplicationsandensureslow latency boundsfor interactive applications.RTU is
an endsystemrate-basedschedulingmechanismthat provides quality of service(QoS), in termsof CPU

cycles, to applications. We restructuredthe existing NetBSD TCP/IP implementationto exploit the RTU

concurrency modelandto provide predictableperformance.
Our experimentalresultsshow thaton two 200MHz NetBSD PCs connectedby a 155MbpsATM link,

the RTU basedkernel TCP/IP implementationprovidesexcellent throughputguaranteesfor periodiccon-
nectionsregardlessthesystemor network load. Theroundtrip time (RTT) for low-delayconnectionswith
messagesizeof 1 KB is typically aslow as600micro seconds,andonly increasesslowly with increasing
systemload.Anotherimportantresultis thatthisperformanceis preservedevenwhenall threetypeof con-
nectionscoexist in our testbed:theperiodicconnectionis guaranteedits shareof bandwidth,thelow-delay
connectionachieveslow RTT of 1.2msec,while thebest-effort connectionstill makessteadyprogress.

1. Intr oduction

Theemergenceof high-speednetworking providesopportunitiesfor a varietyof multimediaapplicationsto
communicateacrossthe internet. Theseapplicationstypically have end-to-endquality of service(QoS) re-
quirementsto achieve betterperformance:for example,continuousmedia(CM) applicationsneedto reserve
network and CPU bandwidthduring their entireexecutiontime, andinteractive applicationsneedto mini-
mizethequeueinglatency in boththenetwork andendsystems.Providing QoS for multimediaapplications
is essentiallyan end-to-endissuebut canbe decoupledinto two parts: QoS provision in networks and in
endsystems.ProtocolssuchasRSVP [2] have beenproposedto managenetwork resourcesefficiently andto
supportdifferentclassesof applicationspecificQoS. Similarly, operatingsystemsmustmanagetheendsys-
temresourcesto meettheapplicationQoS requirementsin termsof guaranteedCPU bandwidthandminimum
queueingdelays.

1.1.EndsystemQuality of Service

Thekey issuesin providing QoS in endsysteminclude: (1) policiesthatclassifyapplicationtypesbasedon
their servicerequirements;(2) anefficient schedulingmechanismthatenforcesCPU bandwidthguarantees;
(3) separatedatapathsfor protocolprocessingamongconnectionsto minimize interferencesandto prevent
possiblepriority inversions;(4) earlypacket demultiplexing sothat resourcecompetitions,suchasCPU and
memoryscarcity, canberesolvedpromptly.

We classifymultimediaapplicationsinto threecategories:
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� Continuousmediaapplications, suchasaudio/videoapplications,typically exhibit periodicdatagen-
erationandrequireconstanttime to processanapplicationdataunit (ADU). Thequality of this typeof
applicationis mainly dependentuponhow their periodicnaturecanbepreservedduring the network
datatransferand endsystemdataprocessing.To achieve satisfactory performancein termsof pre-
dictablethroughputandjitter variation,the operatingsystemmustthenallocateadequateCPU cycles
everyprocessingperiod.In thispaper, wereferto this typeof connectionastheguaranteed-bandwidth
connectionor periodicconnectionfor short.

� Interacti ve applications, suchasCORBA RPCs, userelatively small messagesbut arehighly delay-
sensitive. For this typeof application,the OS mustminimize theschedulingoverheadsandqueueing
delayat network interfaces.We referto this typeof connectionasthe low-delayconnection.

� Bulk data disseminationapplications, suchasfile transfer, donothavespecificbandwidthor latency
requirements,andarecommonlyreferredto asbest-effort connections.The OS mustensurethat the
existenceof besteffort connectionswill not degradethe quality of otherhigherpriority applications,
while alsoavoid CPU starvation of the besteffort connection.A typical solutionof this problemis
to useadmissioncontrol mechanismto reserve a certainamountof CPU bandwidthfor best-effort
connections.

1.2.Previous work and our motivations

Real-timeUpcall (RTU) is a novel schedulingmechanismthat usesa priority-basedschedulingpolicy to
allocateCPU cyclesto applicationsin a periodicguaranteedmanner[1]. Furthermore,RTU reducesthecost
of context switchesby adoptinga delaypreemptionpolicy. The designandimplementationdetailsof the
RTU mechanismaredeferredto Section3. RTU hasbeenusedto implementthe TCP/IP protocolsuitein the
userspace[3], andexperimentalresultsshow thattherestructuredprotocolprocessingreliablyprovidesQoS

guarantees.

However, for reasonssuchasefficiency andsecurity, protocolsuitescontinueto bekernel-resident.Ap-
plicationsandmiddleware,suchas CORBA, often rely on the standardsocket systemcall interface. It is
thereforedesirableto adapttheRTU mechanismto thekernelspaceandto integratetheRTU mechanismwith
kernel-residentprotocols.

Thedataprocessingfor anetwork connectionconsistsof kernelprotocolprocessingandapplication-level
dataprocessing.Thesetwo partsarecoupledby socketdatabuffering,andtheircomputationtimein termsof
dataunitsshouldbebalancedto achievehigherperformance.Ourgoalsarethereforeto provideamonolithic
schedulingmechanismacrossthe userandkernelspace,to provide QoS on a per connectionbasis,andto
utilize CPU bandwidthefficiently.

Ourexperimentalresultsshow thaton two 200MHz NetBSD PCsconnectedby a155MbpsATM link, the
RTU basedkernelTCP/IP implementationprovidesexcellentthroughputguaranteesfor periodicconnections
regardlessof thesystemor network load.Theroundtrip time(RTT) for low-delayconnectionswith amessage
sizeof 1 KB is typically aslow as600microseconds,andonly increasesslowly with increasingsystemload.
Anotherimportantresultis thatthisperformanceis preservedevenwhenall threetypeof connectionscoexist
in our testbed:theperiodicconnectionis guaranteedadequatebandwidth,thelow-delayconnectionachieves
low RTT of 1.2msec,while thebest-effort connectionstill makessteadyprogress.

1.3.Outline of the paper

Therestof thepaperis structuredasfollows. In section2, we discussotherwork relatedto providing QoS

in endsystems.We thengivesomenecessarybackgroundon theRTU approachin section3. In section4, we



TCP/IPImplementationwith EndsystemQoS 3

identify the problemsinvolved in QoS supportfor protocolprocessingandthe integrationof RTUs with the
kernelTCP/IP implementation.In section5, we presentsour RTU basedTCP/IP architecture.Implementation
detailsandexperimentalresultsaregivenin section6 and7. Section8 concludesthepaper.

2. RelatedWork

Earlierwork in [4, 5] identifiesthe time constraintsandcomputationrequirementsof continuousmediaap-
plications,andintroducesCPU schedulingmechanismsto supportreal-timecommunicationandcomputation
servicesincluding datacomputations,I /O services,andcommunicationprotocolprocessing.More recent
work in OS schedulingsupportfor multimediaapplicationsaddressesa richersetof QoS requirements[6, 7],
wherethe supportfor real-timeapplicationsis integratedwith the supportfor interactive andconventional
applications.

Protocolprocessingin multimediasystemsconstitutesa relative largepartof thetotal computationtime
requiredby multimediaapplications.Lotsof work hasbeendonein supportingreal-timeprotocolprocessing.
In [8, 9], real-timethreadsareusedfor prioritizedprotocolprocessing.Eachthreadhandlesadifferentpriority
classandthepriority of thethreadmatchesthepriority of thepacketsit handles.Thedisadvantageof using
multithreadingis its context switching overheadsdue to the preemptive schedulingrequiredfor real-time
threads.Theexcessivecontext switchescoupledwith datalocking contentionsleadto poorperformanceand
low systemutilization. Furthermore,real-timeOS, suchasSolaris,only providesa fixednumberof priority
levelsandis not gearedtowardstheperiodicschedulingof variousmultimediaapplications.

Anotherapproachof supportingdifferentpriorities in protocolprocessingis to implementthe protocol
stackasauserlibrary [3, 10, 11, 12, 13]. As a result,communicationprotocolprocessingbecomesanexten-
sionof processthreadsandcanbetreatedasfully preemptiveblocksby theOS scheduler. Theadvantagesof
implementingprotocolin theuserspaceareimplementationflexibility , easinessof debuggingandmodifica-
tion, andallowing applicationspecificoptimizations.However, user-level protocolimplementationsimpose
concernsin securityissuesandits processingefficiency, sincethe integrationof application-level protocols
with the restof the operatingsystem,which provides low level systemabstractions,needsto be properly
guardedandintroducesextra overheads.

TheScoutOS [14] usesthenotionof PATHS to associateresourcerequirementswith theflow processing
components.In [15], a similar ideaof process-per-channelis used.QoS for multiple channelsareprovided
via appropriateCPU schedulingof channelhandlers.However, work in [15] only providescoarsegrained
QoS support,in thatflows areclassifiedasreal-timeor best-effort, andFIFO schedulingis usedwithin each
class.

Although the theoryof providing QoS is well recognized,the repetitive anditerative natureof protocol
processingis clearlyobserved,andthemechanismsof real-timeschedulingarematurelydeveloped,we are
notawareof any existingwork thatcloselyintegratestheoryandpracticeto improveperformanceof standard
protocolssuchas TCP/IP. We believe that our work is the first to supportcoexisting high-throughputand
low-latency TCP/IP connectionsin anendsystem.

Ourwork focusesonendsystemQoS guarantees.Theiterativenatureof networkedapplicationimpliesthe
dataunit boundaryto beawell-definedpreemptionpoint,wherenodatalocking is required.Werestructured
the TCP/IP protocolusingcooperative schedulingin which the lower priority flow explicitly yields CPU at
the messageboundary. The constantprotocoldataunit (PDU) processingtime limits the possiblepriority
inversionandresultspredictableperformance.Our implementationis basedon theNetBSD operatingsystem
andreusestheexisting BSD TCP/IP code.This retainstheTCP dynamicbehavior andallowsusto moreeasily
comparewith theperformanceof existing protocolimplementation.
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3. Background

Thesolutionwe presentedin this paperof providing endsystemQoS is basedon theReal-timeUpcall (RTU)
mechanism. RTU is a real-timeconcurrency schedulingmechanismthat allows applicationsto explicitly
registera codesegment(an RTU handler)with associatedQoS parameters.The RTU schedulerusesRate-
monotonicwith DelayedPreemption(RMDP) policy thatexploits the iterative natureof protocolprocessing
to reducecontext switchingoverheadandto increaseendsystemefficiency.

More detailsof the RTU mechanismcanbe found in [1]. In this section,we briefly introducethe nec-
essarybackgroundinformationby first examininghow the CPU requirementsof protocolprocessingcanbe
characterizedwith a periodicprocessingmodel.We thenexplain the RMDP schedulingpolicy andits imple-
mentationwith RTU in userspace.

3.1.The Periodic ProcessingModel

A multimediaapplicationhastwo importantproperties: the constanttime to processa dataunit and the
maximumdelayof a dataunit that canbe toleratedwithout noticeableperformancedegradation.Although
QoS requirementsvary amongapplications,they canberealizedusingtheperiodicprocessingmodelshown
in Figure1.

Numerousproposalshave beenmadefor multimediacomputingprocessingmodels.[16] We choosethe
periodicmodelbecauseit is easyto implementandadequatefor analysis.

C

D
S+T

C
S+2T

time

S: start time
D:Deadline

T: Period
C: Computation time

TT

D
S

Figure1: PeriodicProcessingModel

Usingthis modelfor real-timeprotocolprocessing,we definetheperiod T of a real-timedatastreamto
bethecomputation time C plusthemaximumdelaythatcanbetoleratedeitherdueto applicationbuffering
or by theuser’sperception.Theperiod T canalsobeviewedassettinga deadlinefor processingthecurrent
dataunit. Theprocessingtimefor aprotocoldataunit (PDU) is typically constant,thereforethecomputation
time C is decidedby thesizeof a PDU andcanbeexpressedin numberof PDUs. Consequently, thevalueof� � representsthethroughputrequiredby theapplication.

To further generalizethis model,we canview C asthe time neededto processmultiple PDUs during a
singleperiod. This generalizationis called“batching” andallows anapplicationto specifya flexible band-
width requirement.Theschedulerensuresthatat leastone,andupto

���
, PDUswill beprocessedin aperiod,

dependingon thesystemload.

3.2.The RMDP SchedulingPolicy

A completeanalysisof Rate-Monotonicwith DelayedPreemption(RMDP) schedulingcanbefoundin [17].
We illustratethispolicy only briefly to aidunderstandingof someof ourexperimentalresults.
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Figure2: TheRMDP SchedulingAlgorithm

Figure2 showstheRMDP schedulingalgorithm.It is designedto exploit theiterativenatureof multimedia
processingby treatingeachiterationasanatomicoperation.Preemptionsonly occurattheboundariesof data
unitswhereno datalocking is required.Hence,RMDP avoidsthepriority inversionproblemthatcommonly
happensin a fully preemptiveoperatingsystem,andreducesthecostof context switching.

In RMDP, thepriority of a taskis inverselyproportionalto the taskperiod. Uponthearrival of a higher
priority task,theschedulerdoesnot preempta lower priority taskimmediately, but rathernotifiesthe lower
priority taskof thiseventthroughasharedcommunicationdatastructure.Cooperationof all RTUsis expected
sothatafterthenotificationof anarrival of a higherpriority task,thelowerpriority taskexplicitly yieldsthe
CPU at thepreemptionpointandexits thefunction.

In our currentimplementation,we assumecooperative RTUs yield at iterationboundaries,but the QoS

enforcementshouldalsoconsiderregulatingamisbehaving RTU handlerby ensuringthat: (1) anRTU handler
invocationdoesnot run pastits statedcomputationtime; and(2) an RTU yieldstheCPU whenit is requested
to do so.

3.3.The Real-Time Upcall Approach

Theupcallmechanismis awell recognizedoperationfor efficientprotocolimplementation[18]. A Real-Time
Upcall (RTU) is similar to anupcallwith theadditionalfeaturethatanRTU handlerfunctiongetsaguaranteed
shareof theCPU overperiodictime intervals.

RTU hasbeenimplementedin the NetBSD operatingsystem,and its overall organizationis shown in
Figure3. The RTU facility is layeredon top of the normalUNIX processschedulingmechanismso that a
runnableRTU takesprecedenceover a runnableUNIX process. When no runnableRTUs are present,the
systemrevertsto normalprocessscheduling.

An applicationprocessusesthe RTU systemcall API to registera function asan RTU handlerwith the
QoS parameters:executionperiodandcomputationtime in termsof dataunits. RTUs arescheduledusing
the RMDP policy aswe presentedin theprevioussection.At thebeginningof an RTU period,thescheduler
insertsthe RTU into therun queueandorderstherun queueby RTU priority with thehighestpriority RTU at
theheadof thequeue.An RTU handleris upcalledwhenit reachestheheadof therunqueue.An RTU handler
exits underoneof two conditions:it hasfinishedprocessingall currentdataunits(���
	����������� ���

) or ayield
requesthasbeenpostedandit hasfinishedprocessingtheminimumdataunits( � � ) in this iteration.In either
case,an RTU handlerexplicitly exits after its critical section,avoiding theotherwisenecessarydatalocking,
andreducingthecostof context switching.Thesystemstateis restoredafterthehandlerreturns.

To supportlow-delaystreams,we alsoimplementedreactiveRTUs. Theactivationof the reactive RTUs
is event-based,eitheron a packet arrival event or on a systemcall, so the endsystemschedulingdelay is
eliminated. However, suchunscheduledprocessingmay causeunpredictablebehavior andmay jeopardize
thesystemnormalscheduling,so techniquesmustbeusedto preventreactive RTUs from monopolizingthe
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Figure3: RTU Organization

CPU [19]. In our experiments,reactive RTUs areusedonly for smallmessageswith sporadicinvocationsso
thattheCPU timespenton reactive RTUs is smallenoughnot to disruptthesystemscheduling.

4. ProblemStatementand Solution Outline

In this section,we investigatethe issuesin the existing NetBSD operatingsystemandthe BSD TCP/IP pro-
tocol suitestructurethatobstructthe provision of QoS for multimediaapplications.We alsoshow how the
integrationof theRTU mechanismwith theTCP/IP protocolsuiteaddressestheseproblems.

4.1.The operation of existing UNIX TCP/IP protocol stack

Theasynchronismof protocolprocessingmostlyoccursin theprotocolinput datapath,whereCPU controls
aretransferreduponnetwork eventssuchaspacket arrivalsandtimer expirations. The typical BSD TCP/IP
protocolstackis illustratedin Figure4.

We briefly describethesequenceof operationsupona packetarrival. Whenpacketarrivesat thenetwork
interface,anhardwareinterruptoccursandtheCPU jumpsto thedeviceinterruptrouintefor link layerpacket
processing.Then, the adaptorqueuesthe packet accordingto its link layer headerand postsa software
interrupt. The interrupthandlerordersall softwareinterruptsaccordingto their prioritiesandschedulesthe
interrupt routinewhenits priority level is reached.For TCP/IP protocolprocessing,the software interrupt
routineis the IP input function.Thepacket is thenprocessedthroughtheTCP/IP protocolstackandenqueued
into its socket queue.Whentheprocessthatownsthesocket is scheduledby the UNIX processscheduler, it
readsthemessagefrom thesocketanddoesapplicationspecificoperations.

4.2.Problems

We identify theproblemsthatneedto besolvedto achieve efficient real-timeprotocolprocessingwith QoS

guaranteesasfollows.
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Figure4: UNIX TCP/IPprotocolstack

� Concurrencycontrol betweenprotocol and application data processingFor securityreasons,operat-
ing systemsusuallyexecutekernel-level codein a protectedmode,andenforcekernel-anduser-level
codeboundariesusinghardwareprotectionfacilities [20]. As the kernelprovidesbasicsystemfacil-
ities, controlsuserprogramsto accessunderlyinghardware(e.g. network links, disks)andsoftware
constructs(e.g. protocols,filesystems),it executesat a higherpriority thantheuser-level code.Con-
sequently, kernel-residentprotocolsareprivilegedover theapplicationprogramsandcanpreemptthe
applicationuponthepacketarrivals.For a TCP connection,however, protocolprocessingandapplica-
tion level dataprocessingaretightly coupledthroughthesocket layerbuffering. If anapplicationdoes
not have enoughCPU cyclesto promptly readfrom or write into the socket buffer, the TCP protocol
will eventuallystall andwait for theapplication,which resultsin unpredictableperformance.

� Asynchronous event processingProcessingof network andprotocol eventssuchas packet arrivals is
usuallytriggeredby interruptsandhappensasynchronouslyto the user’s processes.Interruptdriven
schedulingdisruptspriority basedschedulingschemesresultingin priority inversion. For instance,
thearrival of a packet at thenetwork interfaceinitiatestheprotocolprocessingfor a connection,even
thoughthe currently running processmay not be the processthat owns the connection. Therefore,
processingof packetsbelongingto a lowerpriority connectioninterfereswith theexecutionof ahigher
priority process,andleadsto QoS violations.

� Packet processingorder In the currentoperatingsystemmodel,resourcessuchas IP packet queueare
sharedamongall connectionsandserved on a first-come-first-servedbasis. Whena large packet of
a lower priority connectionis queuedin the front of the FIFO queue,it delaysthe processingof all
subsequentpacketswhich maybelongto higherpriority connectionsandleadsto priority inversion.

4.3.Solutions

We respectively addresstheaboveproblemsasbelow:

ConcurrencyControl

To ensurethatall datamanipulationsof a multimediastreamtakeplacewithin thetime limit, we needto
scheduleboththekernelspaceprotocolprocessingandtheuserspacedataoperationconsistentlywith aguar-
anteedshareof CPU time. We have describedthe RTU approachin theuserspace,in which an RTU handler
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is a userspecifiedcodesegment. Theextensionof RTU functionality to kernelspaceis straightforward: to
schedulebothuserandkernelfunctionsasRTU handlers1, andto allow preemptionsbetweenuserandkernel
RTUssothattheconnectionprioritiesarepreserved.

API
RTU

Kernel
Events

    RTU  Table RTU Run Queue RMDP Policy

Kernel
   RTU
Interface

System Calls
USER PROCESS

RTU /  Process  

  Restoration
  Dispatch &

Handler
RTU

Kernel RTU Handlers

Process Table Process Run QueueUNIX Policy

USER 

KERNEL

Figure5: ExtendedRTU Organization

The extendedRTU organizationis illustratedin Figure5. Kernel RTU handlersareprotocol functions
residingin the kernel’s addressspace. Throughthe kernel RTU interface,they can be operatedeitherby
kerneleventsor by applicationsmakingsystemcalls.For instance,whentheapplicationopensanRTU based
TCP connection,two kernel RTUs will be createdfor input/outputprotocolprocessingrespectively. In the
othercase,a reactive RTU canbe createdupona packet arrival at the network interface. Both kernel-and
user-level RTUs sharea singleRTU run queueandschedulingdomain. Theunifiedschedulingof user-level
andkernel-level RTUs providesa meansfor CPU sharingbetweenapplicationdataprocessingandprotocol
processingwithout harmingthekernel’s privilegedmode.As we shall seein Section7, this loadbalancing
over thesocketbuffersensuresthethroughputof periodicconnections.

AsynchronousEvents

To retain the atomicity of processinga dataunit, we disablethe software interrupt postedwhen the
network interfacedeliversa packet to theprotocollayer. Instead,thepacket is processedonly whentheRTU

associatedwith theconnectionis scheduled.

� Low-delayconnectionsusehighpriority reactiveRTUs. Uponapacketarrival,areactiveRTU is imme-
diately insertedinto the RTU run queueaccordingto its priority andwill bescheduledwhenit moves
to theheadof thequeue.

� Guaranteed-bandwidth connectionsuseperiodicRTUs andeachof themis associatedwith a timer.
A periodicRTU is insertedinto therun queueonly whenits timerexpires,soa just arrivedpacketmay
needto wait until thebeginningof thenext period.

� Best-effort connectionsusereactive RTUs with the lowestpriority. Whena packet arrives,a reactive
RTU is insertedinto therun queuebut dueto its low priority, it is usuallyappendedto therunqueue.

RTUs in therun queuearescheduledby theRMDP policy. Dueto thedelayedpreemption,weavoid extra
context switchesandachieveefficiency in protocolimplementation.

It mustbenotedthatevents,suchasa packetarriving at thenetwork interfaceor otherdevice inputs,are
handledby the device interruptroutinesat a high systempriority. Moreover, trapssuchaspagefault may
alsooccurduring an active RTU, causingthe RTU to block. Although thesehigh priority kernelactivities
may disruptthe real-timeschedulingof RTUs, they areusuallynot prolongedanddo not causesubstantial
performancedegradation.

1Weretainthenameof RTU for historicreasons,althoughin thekernelspace,a functionis simplycalledratherthanupcalled.
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Packet Queueing

To provide per flow QoS, early packet demultiplexing is neededto minimize the interferencesamong
datastreams.Theconnection-orientedAsynchronousTransferMode(ATM) providesa one-to-onemapping
betweenconnectionsandvirtual circuit identifiers (VCIs). By providing per-VC packetqueuesat thenetwork
interface,we are able to demultiplex packets at the link layer and scheduleCPU bandwidthfor protocol
processingaccordingto theQoS associatedwith theflow.

The closeintegrationof RTU schedulingwith protocolprocessingallows us to fully exploit the systemre-
sourcesandnetwork bandwidth.We areableto provideguaranteedbandwidthfor periodicmediadatatrans-
fer, andlow delayfor request-responsetraffic. In the restof this paper, we describethe designandimple-
mentationdetailsof restructuringtheTCP/IP protocolsuiteto exploit theRTU mechanismandto provideQoS

guaranteesfor multimediaapplications.

5. The Ar chitecture of RTU basedProtocolProcessing

In this section,we first introduceour QoS specificationsby applications,thenwe describethe RTU based
protocolprocessingmodelandshow how QoS is enforcedin oursystemto achievepredicatableperformance.

5.1.QoSSpecification

In oursystem,eachconcurrenttaskin protocolprocessingandapplicationdataprocessingis typically imple-
mentedasanRTU. EachRTU is associatedwith applicationspecificQoS parameterswhich arespecifiedasa
two-tuple ���������� "!#��$����&%'�(��)�*���)+��$-, , andareinheritedby theprotocolprocessingRTUsof thesameconnec-
tion. Thetwo-tupleQoS parameterindicatesthetypeof thestream,eitherlow-delay, guaranteed-bandwidth,
or best-effort, andtheurgency of thestreamwithin thesamestreamtype.For example,a CORBA RPC server
handlesrequestsfrom all clientsaslow delayrequests,but maygrantsomeclientsasmoreimportantthan
othersby assigningahigherpriority to theseclients’ connections.

The QoS specificationis thenmappedto the RTU schedulingparametersduring the RTU creation. The
streamtypefield is grantedasthemoresignificantpartin RTU schedulingwith theorderof significanceaslow-
delay, guaranteed-bandwidthandbest-effort. The priority field differentiatesRTUs of the sameconnection
type,additionalyit alsoindicatestheRTU run periodsof theperiodicRTUs. As partof theQoS specification,
aperiodicRTU alsospecifiesits neededwork load(computationtime) in eachperiod.Thiscomputationtime
is specifiedin termsof numberof ADUsandpassedto theRTU schedulerduringtheRTU initiation.

TherearemoresophisticatedQoS flow specifications,which includeotherQoS parameterssuchasflow
jitter, losssensitivities, traffic shaping,etc., [21] and QoS adaptationschemes,which allow systemsto dy-
namicallyraiseor reduceQoS dependingon resourceavailability anduserrequirements[22]. In this paper,
we aremainly focusingon how QoS canbeenforcedin theendsystembasedon our integrationof protocol
processingwith real-timescheduling,ratherthanproviding anentiretyof QoS transportsystem.Therefore,
wechoosethesimpletwo-tupleQoS flow specificationfor its sufficiency of ourexperimentaldemonstration.

5.2.The Protocol ProcessingModel

As we discussedbefore,to achieve QoS guaranteeson a perconnectionbasis,we needto provide separate
datapathsamongconnectionssuchthat eachof themcanbe scheduledindependently. In addition,both
protocolandapplicationdataprocessingmustbegivenanequalshare,in termsof dataunits,of CPU time.
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Figure6: TheRTU basedprotocolprocessingmodel

Figure6 shows thetypical RTU basedprotocolprocessingmodel.A userprogramcanopena singleRTU

for uni-directionaldatatransmissionor reception. Or it canhave a single RTU to handleboth datainputs
andoutputs,suchasin theclient-servermodel,theserverhandlestwo-waysynchronouscallswithin asingle
function. Anotherapproachis to have two RTUs to handledatainputsandoutputsseparately, suchasin a
videoconference,ahostcanreceiveaudiodataperiodically, andtransfervideoimageat thesametime.

Thedatapathwithin the kernelconsistsof a pair of RTUs, for input/outputprotocolprocessingrespec-
tively. TheQoS specificationassociatedwith kernelRTUs arespecifiedby theuserprogramat thebeginning
of connectionestablishment.Eachpair of RTUs is associatedwith a socketanda VC queue.

The sendingdir ection WhenanoutputRTU is scheduled,it processesthedatain thesocket buffer through
the protocolstackandpassesthe packet to the network interfacefor transmission.This sequenceof
operationsis not interrupted(excepthardwareinterrupts)by othersystemor otherRTU activities.

Theamountof dataprocessedby anRTU is subjectot theTCP flow andocngestioncontorlmechanism.
A periodic RTU sendsas many PDUs as specifedby the applicationonly if there is enoughspace
in the TCP congstionwindow. To eliminatethe network congestioneffect and focus on endsystem
QoS provisions,we usepoint-to-pointlink in our experimentsso that the TCP window sizeis mostly
affectedonly by thereceiver’ssocketbuffer space.Sincebothendhostsusesamepriority RTUs in data
processing,theTCP protocolkeepsamoreconsistentwindow size.

The receiving dir ection A packet arrival is processedandqueuedinto its VC queuein thedevice interrupt
context. An atomicoperationof a receiving RTU includes: it movesdatafrom the VC packet queue,
processesit throughtheprotocolstack.If datais only TCP controlmessage,thereceiving RTU doesthe
correspondingcontroloperation,e.g.sendsanACK backto thedatasource.If thereis any application
data, it enqueuesthe data into the socket receiving buffer. The applicationreadsfrom the socket
eitherusinganRTU or not. In theformercase,the RTU schedulerschedulesthecorrespondingRTU to
consumethedata,while the UNIX schedulerschedulestheprocessfor dataconsumptionin the latter
case.
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5.3.QoSEnforcement

Typically, periodic RTUs are usedfor guaranteed-bandwidthconnectionsand reactive RTUs are usedfor
low-delayandbest-effort connections.A periodic RTU is createdafter the connectionestablishment,and
is activatedat the beginningof its period. A reactive RTU for input protocolprocessingis solely triggered
by thepacketarrival on its own VC, while for outputprotocolprocessing,it is activatedwhentheapplication
writesinto thesocketbuffer.

QoS is enforcedby two means:(a) theRTU scheduleralwaysinsertsthemosturgentRTU, accordingto its
two-tuple,at theheadof theRTU run queue.Therefore,higherpriority RTU runsbeforelower priority RTUs,
regardlesswhetherthehigherpriority RTU is for kernelprotocolprocessingor for applicationdataoperation;
(b) alow priority RTU is notifiedthatit mustyield afterprocessingthecurrentdataunit whenahigherpriority
RTU becomesrunnable.Thesetwo mechanismsensurethehigherpriority connectionits requestedCPU share,
despitetheCPU competitionfrom lowerpriority connections.

The RTU basedprotocolprocessingmodelprovidesan independentdatapathfor eachconnectionwhile
alsoallows preemptionat the packet processingboundaries.It differs from a multithreadedprotocolpro-
cessingmodelin that: (a) it allows a broaderrangeof QoS specificationthanthemonotonicprioritiesof the
real-timethreads;(b) it providesa unifiedschedulingdomainof userandkernelRTU handlers,eliminating
possiblepriority inversionimposedby the user-kernelboundaryprotections;(c) it takesadvantageof the
iterative natureof networkedmultimediaapplicationsby retainingtheatomicityof processinga singledata
unit andallowing preemptiononly at dataunit boundaries,thus,avoiding expensive operationssuchasdata
locking.

6. The RTU basedTCP/IP Implementation

We have restructuredthe kernelTCP/IP protocolsuitebasedon RTUs asa separateprotocoldomainin the
NetBSD operatingsystem.Sinceour implementationfocuseson the TCP/IP datatransferpath,theprotocol
control path including connectionestablishment,connectiontear down, flow andcongestioncontrol, and
otherprotocoloptimizationsareleft unchanged[23]. In therestof thissection,wedescribetheoperationsof
RTUs for thedurationof a TCP connection(RTUTCP).

The ConnectionEstablishment: An applicationcreatesa socket via thesocket() systemcall with RTUTCP

asthe attachedprotocol. The applicationthencreatesuserlevel RTUs to handledatatransmissionor
receiving via theRTU systemcall interfaces[1] andassociatesQoS with theuserlevel RTU. TheseQoS

parametersarealsorecordedin the RTU controlblock (RCB) associatedwith this connection,for the
reasonwe discussedbelow.

Theapplicationthencallsconnect()to establishaconnectionto theotherendhost.After theconnection
is setupsuccessfully, the kernel level RTUs arecreatedfor input andoutputprotocolprocessingand
inherit theQoS parameterstoredin theRCB. In addition,anATM VC is resolvedfor thisconnectionand
storedin theRCB.2

The Data Transfer State: Figure 7 depictsthe datapath of our RTU basedTCP/IP implementationon a
nativemodeATM network.

Dependingon the typeof theconnection,an RTU is activated,i.e. insertedinto the run queue,in the
following two ways: (1) A periodicRTU is invokedevery time its timer expires;(2) A reactive RTU is
triggeredeitherby apacketarrival eventor a write() systemcall on thesocket.

2Currently, a VC tableis pre-establishedbetweenhosts,andlookupis donebasedondestinationaddressandconnectionQoS.
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Figure7: TheRTU basedTCP/IP DataPath

In Figure7, the functionsrtu sendandrtu recvarethe two RTU handlersfor protocolprocessing.In
the NetBSD OS, protocolprocessingis protectedin thesoftnetsystempriority level for two purposes:
to achieveexclusiveaccessto shareddatastructuresbetweeninput andoutputcontrol threadswithout
datalocking operations;andto preventpossibleprotocolreentrancefrom othereventssuchastimer
expirations.Becausesoftnethasa higherpriority level thanthatof thetimer eventon which the RTU

schedulerreliesto scheduleperiodicRTUs, in orderto properlyupdateRTU yield requests,we needto
lowertheprotocolprocessingpriority attheRTU preemptionpoints.Thus,weusertu sendandrtu recv
as wrappersfor the output/inputprotocol processingfunctions. The pseudo-codefor the common
controlflow of anRTU handleris asbelow:

if ( stream type is low-delay or best-effort ) .
do .

s = splsoftnet(); /* raise the priority */
rtutcp output(tp);
splx(s); /* release the priority *//

while ( !yield request && sendalot )/
else . /* stream type is periodic */

do .
s = splsoftnet();
rtutcp output(tp);
splx(s);/

while ( !yield request && pdu count < Bp && sendalot )/
if ( yield request )

rtu yield status = RTU YIELD;
else

rtu yield status = RTU EXIT;
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An RTU handlerprocessesonedataunit at a time andthencheckswhethera yield requesthasbeen
postedto it. If so,theRTU handlerexplicitly yieldstheCPU bysettingitsyield statusflagto RTU YIELD

andexiting thefunction.TheRTU schedulerreinsertstheRTU into therunqueuesothatit cancomplete
its remainingiterationsata latertime. If ayield requestis notpostedateverydataunit boundry, thena
periodicRTU processesits batchof dataunits(pdu count � Bp) andexits thefunction;while areactive
RTU processesas many dataunits as enqueuedin the buffer (sendalot) and exits. Thesestepsare
repeatedat thenext RTU activation.

The output RTU handlerrtu senddequeuesdatafrom the socket buffer, calls rtutcp output for TCP

headerprocessingandchecksumcomputation,thenit calls rtuip outputfor IP packet processingand
rtu ifout for the driver to transmitthe packet basedon the VC numberstoredin the RCB. The input
datapathis similar: thedriverdemultiplexespacketsbasedontheir VC numbers,theinput RTU handler
rtu recv then delivers the packet all the way upto the socket and if the applicationhaspreviously
registeredauserlevel reactiveRTU with thissocket,rtu recvfiresit afterenqueueingdatain thesocket
buffer.

The ConnectionShutdown: Whenthe datatransferphaseis over, a connectiondoneflag is set,and the
RTUs shouldsuspendthemselves. Theresourcesassociatedwith RTUs suchasdatastructures,timers
andVCs aredeallocated,andno futureinvocationof RTUswill bescheduled.

7. Experimentsand Results

WehaveimplementedtheRTU basedTCP/IP protocolsuitein theNetBSD operatingsystem.Ourexperiments
aresetup betweentwo 200 MHz PentiumPro PCsconnectedvia a 155 Mbps ATM link with the Efficient
Network Inc (ENI) network adaptor.

Therearethreeimportantgoalsfor our experiments:(1) the RTU schedulingmechanismis effective in
thattheRTU computationis decoupledfrom theothersystemload;(2) theRTU basedTCP/IP implementation
is efficient in that it fully exploits the CPU andlink bandwidth;(3) the RTU basedTCP/IP implementationis
ableto deliverapplicationspecificQoS onaperconnectionbasis.We investigatethethroughputperformance
of guaranteed-bandwidthconnectionsandlatency performanceof low-delayconnectionswith andwithout
thepresenceof CPU andnetwork competitions,andshow how theresultsverify theefficacy of our RTUTCP

implementation.All resultsdiscussedbelow arethemeasuredaveragethroughmultiple runs.

7.1.Throughput Performanceof Periodic Connections

In this experiment,we demonstratethat the RTU basedTCP/IP implementationprovidesuserspecificband-
width guaranteesfor periodicdatastreams.

We open3 RTU basedTCP connectionssimultaneouslywith differentRTU periods:1, 2, 10 msec.Ac-
cordingly, with 8 KB sizepackets,theexpectedthroughputof thesethreeconnectionsare: 62.531.25,6.25
Mbps. In comparison,we usethe ttcp programto measurethe throughputperformanceof the normalBSD

kernelTCP implementation.In bothmeasurements,wesetthesocketbuffer spaceto 200KB.

To show the benefitof using RTUs for protocol processing,we repeatthe above test with additional
CPU competitions.We executefour copiesof the primes program,which doesintensive CPU computation
continuously, asthebackgroundsystemload.

Figure8 left sideshows the throughputmeasuredat eachof the threeRTU basedTCP connections.The
solidline showsthroughputachievedwhenthereis noCPU competition,andthedashedline showsthroughput
whenCPU competitionis added.As we canseefrom thefigure,thethroughputof all threeperiodicconnec-
tionsstayalmostconstantattheapplicationspecifiedvalue,regardlessof whetherthereis CPU competitionor
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not. Thisresultclearlydemonstratestheeffectivenessof RTU basedTCP implementationwherethroughputis
guaranteedby preservingtheperiodicnatureof thedatastreamanddecouplingreal-timeprotocolprocessing
from othersystemload. We alsoobserve that theapplicationlevel RTU andthekernellevel RTU cooperates
well throughsocket bufferingsothatbothapplicationprocessingandprotocolprocessingarescheduledin a
timely manner. In addition,theTCP flow controlmechanismdoesnot affectour throughputnoticeably, since
bothendshave similar processingpowerandtransferpacketssmoothlywithout causingcongestionat either
side.Yet,a largesocketbuffer is neededto mitigatetheeffectof TCP slow start.

On thecontrary, thekernelTCP performspoorly in guaranteeingthroughput.In Figure8 right side,we
show our throughputmeasurementof threecompetingTCP connectionin the sametestenvironment. The
bandwidthof the 155 Mbps ATM link is sharedamongthe threeTCP connections,so we would expecta
meanof 50 Mbps for eachconnection.The solid line ( no cpu competition)in Figure8 right sideshows
approximatelytheexpectedmeanvaluebut with a largevariationin throughput.Additionally, thethroughput
of all threeconnectionsdropto aboutonly 25 Mbpswhenwe startedthebackgroundcompetingprocesses.
This reductionof half of the throughputis solely due to endsystemcongestionsincethe OS is unableto
providepredictablepacketprocessing,resultingdatatransferto stall.

7.2.Latency Performanceof Low DelayConnections

As we describedbefore,low delayRTU TCP connectionsareimplementedusingreactiveRTUs. In our ex-
perimentmodel,input/outputprotocolprocessingat bothendhostsanddataprocessingat the receiver side
functionasreactive RTU handlers,while thedatasourcetransmitspacketscontinuouslywith afixedinterval.
We use100msasthetime interval in ourexperiment.

We openthreelow delayRTU TCP connectionsandseparatelya singlekernelTCP connection.Figure9
shows our measuredlatency performancefor bothcases.Theleft sidefigureshows themeasuredroundtrip
timeunderno CPU competitionandtheright sideshowstheperformancewhenCPU competitionis presented.

TheRTU TCP andkernelTCP performcloselyunderno CPU competition.Theroundtrip time (RTT) for a
64 bytespacket is about0.4msecfor RTU TCP connection,and0.35msecfor kernelTCP. For 8 KB packet,
RTT increasesto 1.5msecand1.7msecrespectively. This resultdemonstratesthattheadditionalprocessing
of RTU schedulingis very low anddoesnot degradedatapathperformance.Theadvantageof RTU TCP for
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packet size RTT Deviation (msec) RTT Deviation (msec) Round Trip Delay (msec)
(bytes) (nocpucompetition) (with cpucompetition) (with cpucompetition)

64 0.17836 0.18645 0.45148
1024 0.18645 0.18773 0.58133
2048 0.21145 0.20616 0.71318
4096 0.19244 0.22080 1.08946
8192 0.12217 0.23222 1.62567

Table1: AverageRTT Deviation for Low DelayConnections

its timely schedulingis shown in the right sideof figure 9. Whenthe kernelTCP connectionsuffers much
higherdelayfrom otherCPU competingprocesses,RTU TCP retainsthesamelow delayperformance.Wealso
show in Table1 themeasuredRTT deviationof theRTU TCP connections.We observethattheRTT deviation
remainsconsistentoverall cases.

TheRTT performanceof low-delayconnectionsconcludesthattheuseof reactiveRTUseliminatesendsys-
temschedulinglatency in thefaceof competingprocesses,andefficiently deliversdatapacketsto theappli-
cation.Thus,theRTU basedTCP implementationprovidespredictabledelayperformanceon datatransferto
theapplication.

7.3.Coexistenceof Multiple ConnectionTypes

An importantaspectof RTU TCP is that it is ableto provide applicationspecificQoS on a per connection
basis.In this section,weexperimentwith a combinationof guaranteed-bandwidth,low-delayandbest-effort
connections,andshow theinteractionsamongthem.

Coexistenceof guaranteed-bandwidth and best-effort connections We first measurethe effect of
best-effort connectionson periodicconnections.We setupthreeperiodicconnectionswith respective RTU

periodof 1, 5, 10 msec,anda best-effort connectionat thesametime. Thebest-effort connectionusesRTU

TCP astheunderlyingtransportprotocol,but doesnot useRTU at theapplicationlevel for datatransmission
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Figure10: Coexistenceof Guaranteed-BandwidthandBest-Effort Traffic

or reception.Thebandwidthspecifiedfor eachperiodicconnectionis variedaswechangethenumberof data
unitsto transmitin eachperiod.All four connectionsuse1 KB sizepackets.

Theperiodicconnectionshave higherQoS priority thanthebest-effort connection,sowhenwe increase
thespecifiedbandwidthof periodicconnections,they achievetheirspecifiedthroughputwhile thethroughput
of best-effort connectiondropsdrastically. In Figure10(a), the left sideshows the throughputof the four
connectionswhen we vary the numberof packets sentper period (x-axis), and the right side shows the
expectedthroughputversusthemeasuredthroughputof theperiodicconnections.Themeasuredthroughput
of all threeperiodicconnectionsincreaselinearly, andmatchexactly as the expectedvalue. This clearly
shows that the existenceof best-effort traffic doesnot interfereor degradethe performanceof guaranteed
bandwidthtraffic.

Werepeatthesameexperimentwith theadditionalCPU competitionprocesses,asshown in Figure10(b).
Again, the periodicconnectionsacquiretheir specifiedthroughput,demonstratingthat the RTU scheduling
mechanismeffectively decouplesthe RTU computationtime from othersystemload. We alsoobserve from
this experimentthe importanceof schedulingapplicationdataprocessingaswell asprotocolprocessingin
real-time,asthethroughputdecreaseof thebest-effort connectionis solelydueto thefactthattheapplication
competesfor CPU time with thebackgroundprocessesandis unableto promptlyprocessthedataqueuedin
thesocketbuffer. Thedataoverflow at thesocketbuffer resultsthewindow basedflow controlmechanismof
TCP to detectcongestionandto reducethesendertransmissionrate.

Coexistenceof low-delay and guaranteed-bandwidth connections In this experiment,we show how
a low-delayconnectioninteractswith theperiodicconnections.We setupthreeguaranteed-bandwidthcon-
nectionsandonelow-delayconnectionsimultaneously, eachof themuses1 KB sizepackets.

FromFigure11, we first observe thatno matterthereis CPU competition(right sidefigure)or not (left
sidefigure), the periodicconnectionsalwaysachieve their guaranteedthroughput. Becausethe low-delay
connectiononly transmitsmessagesporadicallyandconsumesa smallportionof thelink bandwidth,it does
not disrupttheperiodicschedulingof guaranteedbandwidthconnections.On theotherhand,themeasured
RTT timeof low-delayconnectionincreasesslightly from 0.6msecto 1.0msecwith theincreasingaggregate
bandwidthof periodic connections. We accounttwo reasonsfor this increase:(a) With the increaseof
aggregatebandwidthof periodicconnections,thereis a higherprobability that a low-delaypacket arrives
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Figure11: Coexistenceof Guaranteed-BandwidthandLow-DelayConnections

duringtheexecutionof a periodicRTU. BecauseRTU usesthedelayed-preemptionapproach,theprocessing
of a dataunit of a periodicconnectioncannot be immediatelypreempteduponthe arrival of a low-delay
packet. Thus,preemptiondelayis introducedto theroundtrip time of the low-delayconnection;(b) Packet
arrivalsat thenetwork interfaceareprocessedin hardwareinterruptswhich causean immediatetransferof
CPU control from the RTU handler, andcontributeextra delayin the RTT measurements.Nevertheless,the
increaseof theRTT, asobservedfrom Figure11, is notsubstantialandis boundedby thedataunit sizeof the
periodicconnectionsandthe link capacity. Anotherobservationis that the low-delayconnectionretainsits
performancein thefaceof addedCPU competition.Eachsamplepoint in Figure11 right sideappearsto be
only slightly higher, about0.1msecthanthatin theleft sidefigure,becauseof theextra context switchfrom
thebackgroundprocessesto theRTU handlersin bothendhosts.

In conclusion,theRTU basedTCP/IP implementationcanconcurrentlysupportguaranteed-bandwidthand
low-delayconnectionswith QoS guarantees,without degradetheabsoluteperformance.

Coexistenceof low-delay, guaranteed-bandwidth and best-effort connections Themainadvantage
of the RTU basedTCP/IP implementationis thecloseintegrationof schedulingandprotocolprocessing,and
consequentlyQoS is guaranteedonaper-flow basis.In thisexperiment,wemixedtwo guaranteed-bandwidth
connections,two best-effort connectionswith a low-delay connection,and show the effectivenessof our
implementation.

As we discussedbefore,the RTT performanceof a low-delayconnectionis affectedby theaccumulative
bandwidthof all coexisting connections,due to the preeemptiondelayand interrupt overheads.Yet, the
increaseof theRTT is independentonthenumberof coexistingconnectionsor theirtypes,rather, it is bounded
by thedataunit sizeof theotherconnectionsandtheoverall link capacity. Thelargerthedataunit, thehigher
the preemptiondelay, andthe higher the aggregatebandwidthof otherconnections,the higherpossibility
of an RTU experiencingthe preemptiondelay. As observedin Figure12 left side,themeasuredRTT of the
low-delayconnectionis analmost1 msec.Additionally, theguaranteedbandwidthconnectionsachievetheir
specifiedthroughputandthebest-effort connectionssharetherestof thelink bandwidth.In theright sideof
Figure12, the RTT of the low-delayconnectionshows a steadyincrease,from 0.7 msecto 1.5 msec,asthe
increasingof theaggregatebandwidthof theothercoexisting connections.The RTT in the right sidefigure
startsata lowervaluethanthatin theleft side,becausetheschedulingof RTU is insensitiveto thebackground
CPU competitionbut is sensitive to theaccumulativebandwidthof all coexistingconnections.
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Figure12: Coexistenceof Guaranteed-Bandwidth,Low-DelayandBest-Effort Traffic

Thus,theRTU basedTCP/IP implementationis ableto provide QoS guaranteesof bandwidthsharingand
low responsetime,evenwith CPU andlink bandwidthcompetition.

8. Conclusion

Wehavepresentedanew TCP/IP implementationmodelbasedonareal-timeschedulingmechanismwith QoS

guarantees.Wedescribetheinsufficiency of realtimeserviceguaranteesin thenormalTCP/IP implementation
andshow how this insufficiency canbeavoidedby applyingthe RTU method.Theexperimentresultsshow
that the RTU basedTCP/IP implementationprovidesthroughputguarantees,prioritized bandwidthsharing
amongmultipleconnectionsandlow request-responsetimeevenin thepresenceof heavy systembackground
loadandnetwork load.

Ourexplorationof integratingkernelresidentprotocolswith real-timeschedulingbringstheoryandprat-
ice togetherto achieveefficientandeffectiveprotocolimplementations.We believe thatour work is thefirst
to supportcoexisting high-throughputandlow-latency TCP/IP connectionsin the endsystem,andprovides
goodperformanceguarantees.We hopethatourexperimentalresultsprovideaprliminarysetof benchmarks
for otherimplementationsto reference.
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