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1. Intr oduction

In the last decade the Internethasundegone a fundamentakransformation from a small-scale
network servingacademicandselecttechnologycompaniesto aglobalinfrastructureservingpeo-

ple in all walks of life andall partsof the world. As the Internethasgrown, it hasbecomemore
comple, makingit difficult for researcherandengineerdo understandgts behaior andthatof its

mary interactingcomponentsThis increaseshe challengegacedby thoseseekingto createnew

protocolsandtechnologieghat canpotentiallyimprove the Internets reliability, functionality and

performance At the sametime, the growing importanceof the Internetis dramaticallyraisingthe

stales. Evensmallimprovementscanhave a big payof.

In this context, experimentalstudiesaimedat understandindiow Internetroutersperformin
realistic network settings,are essentiato ary seriousresearcheffort in Internettechnologyde-
velopment. Currently academiaesearcherbave two main alternatvesfor experimentalresearch
in commercialroutersand routing software. With commercialrouters,researcherare generally
limited to treatingthe routerasa black box with the only accesrovided by highly constrained
managemerinterfaces.Theinternaldesignis largely hidden,andnot subjectto experimentaimod-
ification.

The otheralternatve for academiaesearcherss to userouting software, runningon standard
computers.OpensourceoperatingsystemssuchasLinux andNetBSD have madethis a popular
choice. This alternatve hasthe adwantagethatit providesdirectaccesgo all of the systems func-
tionality and provides completeextensibility The growing performancedemandsf the Internet
have madetheinternaldesignof high performanceoutersfar morecomplex. Routersnow support
large numbersof gigabitlinks andusededicatechardwareto implementmary protocolprocessing
functions. Functionalityis distributed amongthe line cardsthatinterfaceto the links, the control
processorghatprovide high level managemerdandtheinterconnectiometwork thatmovespaclets
from inputsto outputs. The highestperformancesystemausemultistageinterconnectiometworks
capableof supportinghundredsor eventhousand®f 10 Gb/slinks. To understandhow suchsys-
temsperform,onemustwork with systemghathave the samearchitecturatharacteristicsA single



processowith a handfulof relatively low speednterfacesusesanarchitecturevhichis bothquan-
titatively and qualitatvely very different. The kinds of issuesonefacesin systemsof this sortare
very differentfrom the kinds of issuesfacedby designersof modernhigh performanceouters.
If academiaesearclis to be relevant to the designof suchsystemsijt needsto be supportedoy
systemgesearchusingcomparablexperimentalplatforms.

The Multi-Service Router(MSR) beingdevelopedat WashingtonUniversity providesanideal
platform for adwancednetworking researchin the increasinglycomple environmentfacing re-
searcher@andtechnologydevelopers. It is built arounda switch fabric that can be scaledup to
large numberf ports. While typical researclsystemsave smallportcounts they do usethesame
parallelarchitecturausedoy muchlargersystemstequiringresearchers addressn arealisticway
mary of theissueghatarisein larger systemsThe MSR hasembeddedprogrammablg@rocessors
ateverylink interface,allowing paclet processingt theseinterfacesto be completelyflexible. An
extensionto the MSR architecturewhich is now in progresswill enableall paclet processingo
be implementedn hardware, allowing wire-speedforwarding at gigabit rates. The designof all
softwareandhardwareusedin theMSR s beingplacedin the publicdomain,allowing it to bestud-
ied, modifiedandreusedy researcheranddevelopersinterestedn adwancingthe developmentof
open,extensible high performancédnternetrouters.

Section2 describeghe overall systemarchitectureandsomenaovel hardwarecomponentsSec-
tion 3 describeghe designandimplementatiorof system-lgel processingelementsand someof
the designissuegelatedto its distributed architecture.Section4 describegprocessingloneat the
port processorsSection5 describeperformancaneasurementsf our early prototypewhich uses
a softwareimplementatiorof our paclet forwardingengineandactive paclet processorThe mea-
surementgjuantify the systemsability to forward paclets and provide fair link access. Finally,
Section6 closeswith final remarkson the currentstatusof the systemandfuture extensions.

2. SystemOverview
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TheWashingtorlJniversityMSR is designedo bea scalablehigh-performanceppenplatform
for conductingnetwork researchlt emplgys highly reconfigurabléechnology(programmabléard-
wareanddynamicsoftwaremodules}o provide high-speegrocessingf bothlIP paclets(with and
without active processingandATM cells. Figurel shavs the overall architectureof the MSR and
its maincomponentsControl ProcessofCP),ATM switch core,Field Programmabl@ort eXten-
ders(FPXs),SmartPortCarddSPCs)andLine Cards(LCs).

The main function of the routeris to forward paclets at a high speedfrom its input side to
its outputside. The systemusesa multistageinterconnectiometwork with dynamicroutinganda
smallinternalspeedadwantagg(i.e., theinternaldatapathscanforward pacletsat a fasterratethan
the externallinks) to connectheinput sidePortProcessoréPPs)to the outputsidePPs.A PPcan
be eithera Field Programmablg@ort eXtender(FPX) and/ora SmartPortCard(SPC).An FPXis a
reprogrammabléardware device, andan SPCis a general-purposprocessor ThesePPsperform
paclet classificationroutelookupandpaclet scheduling.

The systememplag/s a numberof interestingtechniquesaimedat achieving high performance
andflexibility. A distributedqueueingalgorithmis usedto gainhighthroughpuevenunderextreme
overload.ThePPsuseapacletclassificatioralgorithmthatcanrunatwire speedvhenimplemented
in hardware. The CPrunsopensourceroutedaemonghatsupportstandargrotocolssuchasOSPF
aswell asthe MSR'’s own flow-specificrouting protocol. Furthermorethe key routerfunctions
are efficiently distributed amongits hardware componentsy exploiting the high bandwidthand
connection-orientecircuits provided by the ATM switchcore. Theremaindeiof this sectiongives
anoverview of the MSR hardwarecomponents.

2.1.Control Processor

The Control Processo(CP) runs software that directly or indirectly controlsand monitorsrouter
functionssuchasport status,resourcausageand paclet classificationtablesusedin the Port Pro-
cessorgPPs).Someof this processings describedn Sections3 and4. TheCPis connectedo one
of the MSR’s portsandusesATM controlcellsto controlandmonitor PPactuity.

2.2.Switch Fabric and Line Cards

TheMSR’s ATM switchcoreis a WashingtoriUniversity GigabitATM Switch(WUGS)[1, 2]. The
currentWUGS haseight (8) portswith Line Cards(LCs) capableof operatingat ratesup to 2.4
Gb/sandsupportsATM multicastingusinga novel cell regycling architecture.

EachLC providescorversionandencodingfunctionsrequiredfor the tamget physicallayer de-
vice. For example,anATM switchlink adapteprovidesparallel-to-serialencodingandoptical-to-
electricalcorversionsnecessaryor datatransmissiorover fiber usingone of the optical transmis-
sionstandardse.g.,SONET CurrentLCs includeadual 155Mb/s OC-3 SONET]3] link adapter
a622Mb/s OC-12SONETIink adaptera 1.2 Gb/sHewlett Packard(HP) G-Link [4] link adapter
andadual 1.2 Gb/sHP G-Link adapterA gigabitethernel C is currentlybeingdesigned.
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2.3. Port Processors

Commercialswitchesand routersalreadyemplo/ complex queueingand paclet filtering mecha-
nisms. However, this is usually accomplishedhrough specializedintegratedcircuits. Figure 2

shavs how the MSR usesPPsmadeup of a general-purposerocessoithe SPC)with a repro-
grammabldéardwaredevice (theFPX)to providethesemechanismsThisimplementatiorapproach
takesadwantageof thebenefitsof acooperatie hardware/softvarecombination5, 6]. Althoughthe

SPCis capableof performingall portfunctions,a high-speedonfigurationusesboththe FPX and
SPC.The FPX actsasa forwardingengine[7], andthe SPCactsasa network processohandling
non-standargrocessinde.g.,active paclet, IP options).

Field Programmable Port Extender (FPX): The FPX is a programmabléardware device that
processepacletsasthey passbetweenthe WUGS backplaneandtheline card(shavn in the mid-
dle of Figure?2). All of thelogic onthe FPXis implementedvith two FPGAdevices:the Network
InterfaceDevice (NID) andthe Reprogrammablépplication Device (RAD) [7]. The FPXis im-
plementecbna20cm x 10.5cm printedcircuit boardthatinterconnectshe FPGAswith multiple
banksof memory

The Network InterfaceDevice (NID) controlshow pacletsareroutedto andfrom its modules.
It alsoprovidesmechanismso load hardwaremodulesover the network. Thesetwo featuresallow
the NID to dynamicallyload and unloadmoduleson the RAD without affecting the switching of
othertraffic flows or the processingf pacletsby the othermodulesin the system[8].

As showvn in thelower-centerof Figure2, theNID hasseveralcomponentsall of which areim-
plementednaXilinx Virtex XCV-600EFPGAdevice. It contains:1) A four-portswitchto transfer
databetweenports; 2) Flow look-up tableson eachport to selectvely routeflows; 3) An on-chip
Control Cell Processotto procesontrol cellsthataretransmittedandreceved over the network;
4) Logic to reprogramthe FPGA hardware on the RAD; and5) Synchronousand asynchronous
interfacesto thefour network portsthatsurroundthe NID.

A key featureof the FPX is that it allows the MSR to perform paclet processingunctions
in modularhardware components.As shavn in the uppercenterof Figure 2, thesemodulesare
implementedasregionsof FPGAlogic onthe RAD. A standardnterfacehasbeendevelopedthat
allows a moduleto procesghe streamingdatain the pacletsasthey flow throughthe moduleand
to interfacewith off-chip memory[9]. Eachmoduleon the RAD connectdo one StaticRandom
AccessMemory (SRAM) andto onewide Synchronou®ynamicRAM (SDRAM). In total, the
modulesimplementedn the RAD have full controlover four independenbanksof memory The
SRAM is usedfor applicationghatneedto implementtablelookup operationssuchasthe routing
tablefor the FastIP Lookup (FIPL) module. The othermodulesin the systemcanbe programmed
over the network to implementuserdefinedfunctionality [10].

Smart Port Card (SPC): As shavn in Fig. 3, the SmartPortCard(SPC)consistof anembedded
Intel processomodule,64 MBytes of DRAM, an FPGA that provides southbridge functionality
and a WashingtonUniversity APIC ATM host-netwrk interface[11]. The SPCruns a version
of the NetBSD operatingsystem[12] that hasbeensubstantiallymodified to supportfast paclet
forwarding,active network processingandnetwork management.

The Intel embeddednodulecontainsa 166 MHz PentiumMMX processqrnorth bridge[13]
andL2 cache The“SystemFPGA” providesthefunctionalityof the southbridgechip [14] foundin
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anormalPentiumsystemandis implementediusinga Xilinx XC4020XLA-08Field Programmable
GateArray (FPGA)[15]. It containsa smallboot ROM, a Programmablénterval Timer (PIT), a
ProgrammablénterruptController(PIC), a dual UART interface,anda modifiedReal Time Clock
(RTC’). See[16] for additionaldetails.

On the SPC,ATM cells are handledby the APIC [17, 18]. Eachof the ATM ports of the
APIC canbeindependenthoperatedat full duplex ratesrangingfrom 155 Mb/sto 1.2 Gb/s. The
APIC supportsAAL-5 andis capableof performingsegmentatiorandreassemblyatthe maximum
bus rate (1.05 Gb/s peakfor PCI-32). The APIC directly transfersATM framesto andfrom host
memoryandcanbeprogrammedothatcellsof selectecchannelgpasdirectly from oneATM port
to another

We have customizedNetBSDto useadiskimagestoredin mainmemory aserialconsoleaself
configuringAPIC device driveranda“fake” BIOS. Thefake BIOS programactslike a bootloader:
it performssomeof the actionswhich arenormally doneby a PentiumBIOS andthe NetBSDboot
loaderduring power-up.

The abore hardware provide the foundationfor implementingthe systemfunctionality to be
describedn thefollowing two sections.

3. System-Level Processing
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Figure4: MSR Logical View

Figure4 givesanalternatve view of the MSR shaving someof the functionsalongthe control
and datapaths. This sectiondescribeghe actwities that involve the Control ProcessofCP) and
its interactionwith the PPs. The software frameavork runningon the CP supportssystemcontrol,
resourcemanagementouting,anddistributedqueueing.



3.1.Inter nal Communication

Communicatiorbetweenthe MSR’s distributed componentss built ontop of asetof ATM virtual
circuitsusingVCI (Virtual Circuit Identifier) allocationrulesthat simplify their use. Also, the CP
usesthe conceptof virtual interfacesto easily segregatetraffic arriving from the PPs. The VCI
spacepartitioningseparatepacletsinto threetraffic types:1) Control,2) IP, and3) Native ATM.

In addition,theVCI allocationrulesfor inte-PPcommunicatiorsimplifiesthe identificationof
thesendingport. A VCI is treatedasa “tag” thatidentifiesthe sendingport. For example the MSR
usesVCI (i + 40) to identify IP traffic transitingthe switchfrom port: (i is betweerD and7 since
thereare8 ports). Any outputPPknows thatall pacletsfrom VCI (i + 40) is IP traffic from input
porti. Here,40is thebaseVCl for IP traffic. Othertraffic typesusedifferentbaseVCls.

In certainsituations,the CP will have to processa paclet on behalfof a PP For example,
oneimplementationof t r acer out e sendsUDP pacletsto an unuseddestinationport[19 and
determinescompletionwhenit recevesa “port unreachabl e” responsemessagdrom the
destination.Whenthe destinationis an MSR interface,the MSR’s CP processeshe UDP paclet.
TheMSR'svirtualinterfaceconceptaccomplishethiswithouttheneedio encapsulattheincoming
paclet beforesendingit to the CP. The PPatthe MSR interfacepasseshe paclet to the CP using
its uniquevirtual interfaceVCI, andthe CP’s OS kernel“tags” the paclet uponarrival. Then,the
CPsendgheappropriatd CMP respons®n the PP's behalf(thesourcelP addresss the IP address
of theinterface).In thisfashionanMSR portlookslike alogical interfaceof the CRP

3.2. SystemConfiguration

Systeminitialization setsup communicatiorpathsbetweerall processor¢CP, PPs)andinitializes
the PPswith instructionsanddata. This bootprocesss multi-tiered. First, it performsa low-level
initialization sequenceo thatthe CP cancommunicatewith the PPs. Next, the procesdliscorers
thenumberlocation,andtypesof computingresourcesindlinks ateachport.

Thefollowing sequencés executed:

Configuration: The CP controlsthe operationof its PPsusing ATM control cells. Therefore,
communicatiormustbe establishedetweerthe CP andits PPsevenbeforethe discorery stepcan
beperformed.TheCPsetsup predefineddTM virtual circuits(VCs). ThesdancludeVCsfor control
cells,for programloadingandfor forwardinglP pacletsfrom input portsto outputports.

Discovery: The CPdiscoversthe low-level configurationof a port by sendingcontrolcellsto each
potentialprocessont eachport usingthe VCls in stepl. Eachprocessowill reportthe character
istics of the adjacentcardthatis further from the switch port. The response@dicatethe type of
processorsteachportandthelink rate.

SPClnitialization: The CP downloadsa NetBSDkernelandmemory-residentilesystemto each
SPCusinga multicastVC andAAL5 framesandcompleteseachSPC5 identity by sendingthem
their portlocationusingan MSR controlmessage.

FPX Initialization: Initialization of an FPX follows a similar sequence A programand config-
urationis loadedinto the RAD reprogram memoryundercontrol of the NID using control cells.



Oncethelastcell hasbeensuccessfullyoadedthe CPsendsacontrolcell to theNID to initiate the
reprogrammingf the RAD usingthe contentsof thereprogrammemory

3.3. Route Management

The MSR maintainsinformation aboutother routersin the network by running Zebra[20], an
open-sourceouting framenork distributedunderthe GNU license.Zebrasupportsvariousinterior
(OSPFv3RIPv2,RIPng)andexterior (BGP-4)routing protocols.Eachindividual routing protocol
contributesroutesto a commonrouting table managedy the CP. Basedon this routing table, the
CP computesa forwardingtablefor eachport, which it keepssynchronizedvith theroutingtable.
As routing protocolsreceve updategrom neighboringroutersthatmodify theroutingtable,the CP
continuouslyrecomputesheforwardingtablesandpropagateshe changedo eachport.

Theforwardingtablesstoredin the FPXsand SPCsusea tree bitmapstructurefor fastpaclet
classificationwith efficient memoryusage[21]. The tree bitmap algorithmemplo/s multibit trie
datastructureghatareideally suitedfor fasthardwareimplementatior{7].

Whenthe CP recevesa route updatefrom anotherrouterto addor deletea path, it createsa
new internaltreebitmapstructurethatreflectsthe modifiedforwardingtable. Then,it sendsATM
control cellsto the FastIP Lookup componentsn the SPCor FPX representinghe modifications
to themultibit trie structure.

3.4. Signaling and Resource Management

TheCPalsohandlesvarioussignalingprotocolge.g.,RSVRE MPLS) andsupportsactive networking
functionality The signallingprotocolsallow applicationgo make bandwidthreserationsrequired
for QoSguaranteesWhena bandwidthreserationrequestarrivesat the CP, the CP first performs
admissioncontrol by checkingfor sufiicient resources.If admissioncontrol succeedsthe CP re-
senestherequiredbandwidthonboththeinputandoutputportsandreturnsa signalingmessagéo
granttheresenation.

The MSR signalingsystemalso supportsprotocolsthat establishflow-specificroutes. Flow-
specificroutesmight be usedby applicationsrequiringspecificQoSguaranteesr flows thatneed
to transitspecificnetwork nodesin a givenorderfor active processing.

Flow-specificroutesare handledby performingthe routing lookup usinga combinationof the
destinationP addresssourcelP addressdestinatiorport, sourceport, andprotocolfields. In this
way, asinglelongest-matching-gifix lookupwill handleboththenormallP routesandflow-specific
routes.

In addition,the MSR providesflow-specificprocessingf datastreams.An active flow is ex-
plicitly setup usingsignalingmechanismsvhich specifythesetof functionswhichwill berequired
for processinghe datastream.In the context of the MSR, pluginsarecodemodulesthatprovide a
specificprocessindunctionandcanbe dynamicallyloadedandconfiguredat eachport.

If anactive signalingrequesteferencespluginthathasnotbeendeplo/edontherouter theCP
retrievestheplugin codefrom aremotecodesener, checksts digital signatureandthendownloads
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it to a PPwhereit is configuredusing ATM control cells. Oncethe plugin hasbeensuccessfully
loadedandconfiguredthe CPinstallsafilter in theport's forwardingtablesothatmatchingpaclets
will beroutedto the plugin.

3.5. CongestionAvoidanceand Distrib uted Queueing

Undersustaineaverload theinternallinks of theWUGS canbecomecongestedeadingto substan-
tially reducedthroughput. Our Distributed Queueing(DQ) algorithmallows the MSR to perform
like anoutputqueueingsystem(switchfabricandoutputqueueoperateat the aggr@ateinputrate)
but with a switchfabricandoutputqueueghatrun neartherateof asingleinputlink [22].

Mechanism: TheDQ algorithmemplo/s acoarseschedulingapproachn whichinputsperiodically
broadcastnformationabouttheir own backlogto eachoutput,and outputsperiodically broadcast
informationabouttheir queuelengthandoutputrateback. The MSR usesVirtual OutputQueue-
ing [23, 24, 25] to avoid head-of-the-linelocking. Eachinput maintainsseparateueuedor each
outputallowing inputsto regulatetheflow of traffic to eachof the outputssoasto keepdatamoving
to the outputqueuesn atimely fashionwhile avoiding internallink overload.

In ourimplementationgachbroadcastontainsothinputandoutputinformationsinceasingle
PP handlesboth input and outputtraffic. Eachinput port: usesthe informationto computenew
input-to-outputflow ratesr;; for eachoutputport j. Our currenttestbedhaseight portsanduses
only SPCsasPPs. The SPCusesa differentVCI to transmitpacletsto eachoutputport andcan
setthe outputrateon a perVCI basisusingthe APIC’s pacingfacility. After eachflow rateupdate
period,eachSPCupdateshe APIC pacingrateaccordingly

Algorithm: At every updateperiod(currently100 zsec),eachinput ports recalculatesherater; ;
atwhichit cansendtraffic to outputy, using:

LjBi; SBi,;j
Bj+ Y, Bhj’ X B

whereL; is thelink bandwidthat outputj, B; is the backlogat outputj, B; ; is the total traffic
gueuedat inputs: destinedo outputj andS is theinternalspeedf the switchingfabric. The first
termshareghe outputbandwidthproportionallybetweerthe inputsandoutput;. By includingthe
outputbacklog(B;) in the denominatagrtraffic will be directedat outputswith smallerbacklogs.
The secondterm shareghe switch fabric bandwidthproportionallybetweenthe inputs. The min-
imum over the two expressionsnsuresthatinputscanalwayssendat their assignedateswithout
overloadingthe switchfabric;i.e., (32, rin < S).

)

i = min(

4. Port-Level Processing

4.1.1P Processing

ThissectiondescribesP paclet processin@ndtheprogrammabl@etwork ernvironmentin theSPC.
Whenthe SPCis the only PPat a port, it musthandleall input and outputprocessing.Although
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ideally every port shouldhave bothan FPX to handlethe typical case(e.g.,no active processingr
options)andan SPCto handlespecialcaseqe.g.,active processing)it is desirableo have anSPC
thathasfull portfunctionallity for severalreasons:

¢ RapidPrototyping A prototypeMSR testbedcanbe constructedgventhoughthe FPXis still
underdevelopment.

e LowerCost A lower cost(but slower) MSR canbeconstructedisingonly SPCPPs.

¢ Measuementand ExperienceBase Experiencewvith the SPCmaybefruitful in thedevelop-
mentof the FPX, andexperimentafeaturescanbe examinedusingthe SPCasa preliminary
stepto commitingto hardware. Furthermorethe acceleratiorbenefitsof usingthe FPX can
be quantified.

In orderto reduceoverheadthe IP datapathandbasicresourcenanagemenfunctionshave been
completelyincorporatednto the APIC interrupthandler Exceptionsncludetheallocationof MSR
specificmemoryobjectsfor buffersandthe schedulingof periodictasks.
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Figure5: IP Processingnthe SPC

Themainareasof improvementare:

¢ |P datapathselection(input versusoutputprocessing);
¢ Receve andsendpaclet buffer management;
e APIC descriptorchainprocessingand

¢ Interactionwith the APIC hardware(reading/writingacrosshe PCIl bus).
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Figure5 shavs thedatapathsthroughthe SPCkernelasit forwardslP paclets(inputandoutput
side),processedistributedqueuingupdatesr respondgo controlcellsfrom the CP

CodePath Selection: As indicatedin Section3.1,VCls areusedasdemultipleing keysfor incom-
ing paclets. The VCI of anincomingpaclet indicatesto the kernelwhetherit is from a previous
hop router the CP or oneof the connectedMSR input ports. If received from a previous hop, the
pacletis sentto theinput port processingode:basiclP processinglP lookupandthenoneof the
MSR’s virtual outputqueueslf recevedfrom aninput port, the paclet canbeimmediatelysentto
the next hoprouteror endsystent.

APIC Processingand Buffer Management: The operationof an APIC reduceghe load on the
SPC by asynchronoushperforming sequence®sf read/writeoperationsdescribedby descriptor
chains An APIC descriptoris a 16-bytestructurethatdescribeghe databuffer to be written to for
receve, or readfrom transmit.During initialization a contiguouschunkof memoryis allocatedfor
the descriptorghalf for TX (transmit)andhalf for RX (receve)). Thedriver andAPIC hardware
thenusea baseaddressandindex to access particulardescriptor

During initialization, anothercontiguousregion of memoryis allocatedfor IP paclet buffers.
Eachbuffer is 2 KB, andthereareanidenticalnumberof buffersandRX descriptors Eachbuffer
is boundto anRX descriptorsuchthattheirindexesarethe same.Consequentlygivenadescriptor
addressor index, the correspondingRX buffer can be locatedsimply and quickly. The reverse
operationfrom buffer to descriptoiis equallyfast. This techniquenalkesbuffer managemerttivial,
leaving only the managemendf the RX descriptompool asa non-trivial task.

Sincetherearethe samenumberof TX descriptorasRX descriptorsye arealwaysguaranteed
to beableto senda paclet onceit is receved. Notethatwhensendinga paclet, the receve buffer
is boundto the TX descriptor The correspondind®RX descriptoris not availablefor reuseuntil the
sendoperationcompletes.This hasthe nice effect thatthe SPCwill stopreceving during extreme
overloadandavoid unnecessar?Cl andmemorytraffic andrecever livelock.

4.2. Programmable Networks Environment

On eachport of the MSR, the SPCrunsa modified NetBSD kernelthat providesa programmable
(plugin) ervironmentfor pacletprocessingFigure6). The SPCervironmentincludesfunctionality
to supportbothtraditionallP forwardingaswell asflow-specificprocessing.

TraditionallP forwardingincludescontrollingthe APIC hardware,paclet classificatiorandfair
outputqueuingwhich runsat the hardwareinterruptlevel. Active paclet processings handledat
thelower priority softwareinterruptlevel. Therefore active processinganbe preemptedy APIC
device interruptsassociateavith paclet arrivals, guaranteeinghatpacletscanbeimmediatelysent
andrecevedfrom thehardware.

If anMSR portis equippedvith anFPX, pacletsareclassifiedusingthe hardwareimplementa-
tion of theFastIP Lookup(FIPL) algorithmandsentto the SPConaspeciaMCl, signalingtheSPC

ICurrently the MSR only supportsone directly connecteddevice. However we plan to extend this to somefinite
numberof connectedostsandrouters.



13

1

» Plugin, —]

Plugin Plugi
Control — ]
Unit Plugin
A
=
A 5
IP Classifier |->| Distributed Queuing |

Device Specific Processing
|

APIC

H

H

ITI
Figure6: SPCPIlugin Environment



14

thatthe pacletis alreadyclassified.If no FPXis presentataport, the paclet arrivesat the standard
VCI andthe SPCperformsthelookupitself usinga softwareimplementatiorof the IP classifier

Regardlesof how thepacletis identifiedasrequiringactive processingit is enqueuedto the
active processingjueueandcontrolis givento the Plugin ControlUnit (PCU).

ThePCUprovidesanervironmentfor loading,configuring,instantiatingandexecutingplugins.
Plugins are dynamically loadableNetBSD kernel moduleswhich residein the kernels address
space Sinceno context switchingis required the executionof pluginsis highly efficient.

For the designof plugins,we follow anobject-orientedapproach.A plugin classspecifieshe
generabehaior of apluginanddefineshow it is initialized, configuredandhow pacletsneedto be
processedA plugininstances aruntimeconfigurationof a plugin classboundto a specificflow. It
is desirableto have multiple configurationsof a plugin, eachprocessingts specificflow andhaving
its own dataseggmentthatincludestheinternalstate.Multiple plugininstancesanbeboundto one
flow, andmultiple flows canbe boundto a singleinstance.

Throughavirtual functiontable,eachplugin classrespondgo a standardizedetof methodso
initialize, configureand processplugins. All codefor initialization, configurationand processing
is encapsulateh the plugin itself. Thereforethe PCU s not requiredto know arnything abouta
plugin’s internaldetails.

Whenthe PCUis in control,it decideswhich paclet needgo be scheduledhext for processing
in orderto meeteachflow’s QoSdelayguaranteesSuitableexecutionschedulingalgorithmshave
beendiscussedn severalreference$26, 27).

Oncea paclet hasbeendequeuedrom the active processingjueue,the plugin ervironment
invokesthe processingunction of the correspondinglugin instance passingt a referenceo the
paclet to be processedThe processingnmight alter the paclet payloadaswell asthe header If a
paclet’s destinatioraddreshiasbeenmodified,the paclet needgo bereclassifiedsincethe output
port might have changedeforethe pacletis finally forwarded.

5. MeasurementExperiments

In this sectionwe focuson the routerthroughputwhenusing SPCsasboth input and outputport
processorsin particular we measurehe paclet forwardingrateanddatathroughputfor different
IP pacletsizes.

5.1. Experimental Setup

Figure7 shawvs the experimentaketupusedfor our tests.The configurationincludesan MSR with

CPandonePCon port P4actingasatraffic source.The ATM switch coreis aneight-portWUGS
configuredwith an SPCon eachport. The CP andtraffic sourceareboth 600 MHz PentiumPCs
with APIC NICs.

The experimentsuse four key featuresof the WUGS: input port cell counters,a calibrated
internalswitchclock,andATM multicastandcell regycling. The CPreadghecell counterfrom the
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switchinput portsandusesthe switch cell clock to calculatea cell rate. The paclet rate caneasily
be derived from the cell rate sincethe numberof cells per paclet is a constantfor an individual
experiment.

Themulticastandrecgycling featuresof the WUGS wereusedto amplify the traffic volumefor
single-celllP paclets. Cell traffic canbe amplifiedby 2" by copying andregycling cellsthroughn
VCls beforedirectingthe cellsto a tamget port. However, this featurecannot be usedfor multi-cell
IP pacletssincethe ATM switchcoredoesnot preventtheinterleasing of cellsfrom two paclets.

The SPCson ports P2 and P3 were configuredto operateas|P paclet forwarders. Port P2 is
usedastheinput portandport P3astheoutputport. All otherSPCsaredisabledsothattraffic will
pasgshroughthemunafected.

Typically, hostsor other routerswould be connectedo eachport of an MSR. However, to
facilitatedatacollectionwe have directly connectedhe outputof port P1to theinputof portP2and
the outputof port P3to theinputof P7. Our datasources connectedo port P4. Thuswe canuse:

e Thecell countersatport P4to measurehe sendingrate;

e Thecell countersat port P2to measurahetraffic forwardedby theinput sidePPat port P2;
and

e Thecell countersat port P7to measurehetraffic forwardedby the outputsidePPat port P3.

IP traffic is generatedy usinga programthat sendsspecificpaclet sizesat a prescribecdate.
Paclket sendingratesare controlledusing two mechanisms:1) logic within the traffic generator
program,and?2) for high rates,the APIC’s pacingfacility. Thesetwo mechanismgroducedboth
high andconsistensendingates.
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5.2. Small-Packet Forwarding Rate

In orderto determinethe per paclet processingverheadwe measuredhe forwardingrate of 40-
byte IP paclets(1 ATM cell each)at theinput andoutputports. Single-cellpaclet ratesashigh as
907 KPps(KiloPaclketspersecond)weregeneratedby usingthe ATM multicastandcell regycling
featuresof the switchto multiply theincomingtraffic by afactorof 8.
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Figure8: Packet ForwardingRatefor 40-BytelP Paclets

Figure8 shavs the paclet forwardingratefor 40-bytelP paclets. Theline labeled‘Input Port”
representthe pacletforwardingratefor anSPCoperatingasaninput PR Similarly, theline labeled
“Output Port” is the correspondingateon the outputside.

The maximumforwarding rate at an input port PP is about140 KPps. As expected,the out-
put port PP hasa higherforwardingratesinceit doesnot performIP destinationaddresgookup.
Furthermore 140 KPpsis sustainedevenfor a sourcerateashigh as900 KPps. This rate stability
at high loadsis a consequencef our recever livelock avoidancescheme.The throughputcanbe
obtainedfrom Figure8 by multiplying the paclet forwardingrateby the paclet size (40 bytes). A
calculationwould shav that 140 KPpscorrespond$o a maximumforwarding datarate of around
45 Mbpsandto a paclet processindgime of approximately7.1 usec.

5.3. Throughput Effects of Packet Size

We next measuredhe effect of the paclet sizeon the paclet forwardingrate. BecausdP paclets
larger than 40 bytesrequiremorethanonecell (thereis 8 bytesof overhead)we no longerused
ATM multicastwith cell regycling to amplify the traffic. We useda single hostto generatdraffic
usingpaclet sizesrangingfrom 40 bytesto 1912bytes.

Figure9 shaws the paclet forwardingrateasa function of the input paclet ratefor a rangeof
pacletsizes.A straightline with aslopeof 1 correspond$o the casewhenthereareno bottlenecks
alongthe paththroughthe router For all paclet sizes the forwardingrate startsout asaline with
slopel until finally akneeoccursendingin ahorizontalline. Thehorizontalportionof aforwarding
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rate curwe is an indication of CPU, PCI bus and memorysystembottlenecks. Saturationoccurs
earlier(smallerpaclet sourcerate)for largerpacletssincemorememoryandPCl bus bandwidthis
beingconsumed.

Figure 10 shaws the outputdatarate which canbe derived from Figure 9 by multiplying the
paclet forwardingrateby the paclet size.

5.4. Analysis of Results

In analyzingour performanceesults,we consideredhreepotentialbottlenecks:

e PCIBuUs(33MHz, 32bit)
e SPCMemoryBus (66 MHz EDO DRAM)
e Processof1l66 MHz PentiumMMX)

Eachof thesecomesinto play at differentpointsin the paclet forwardingoperation.

Ourstudiesof thePClbusoperationghattake placeto forwardapacletindicatethatthereare3
PClreadoperationsand5 PClwrite operationsvhichtogetheiconsumes0buscycles. Additionally,
underheary load,we canexpect64 wait cyclesto beintroduced.Thusatotal of 124buscycles(30.3
nspercycleona33 MHz bus)or 3.72 usecareconsumedy PCl busoperationsn theforwarding
of apaclet.

The averagesoftware processingime for performingthe simple IP lookup schemaeutilized in
ourtestcasehasbeenmeasuredo be 3.76 usec.This, combinedwith the PCl bustime calculated
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above givesusa perpacletforwardingtime of 7.48 usec.Thisis very closeto thetime of 7.1 ysec
for the smallpaclet forwardingrateof 140 KPpsshavn in Figure8.

Oneof the problemsthat we have to overcomewith the SPCis a bug in the APIC chip. This
bug causeghereceived word orderon an Intel platformto beincorrect. In orderto work around
this, the APIC driver mustperforma word swap on all receved data. Thus,eachreceved paclet
may crossthe memorybus4 times:

e APIC writespacletto memory
e CPUreadspacletduringword swapping
e CPUwritespacletduringword swapping

e APIC readspacletfrom memory

We have demonstratetheimpactof theword swappingby eliminatingmostof it from asimple
testusing1912-bytepaclets. In this test,we only performedthe word swap on the 20 bytesof the
IP headersothatwe could performour IP lookup operation.In this testcase,our forwardingrate
increasedrom aboutl4 KPpsto 22 KPps,a50%increase Thecorrespondinghroughpuincreased
from 212 Mbpsto 336 Mbps.

6. Concluding Remarks

Additional performancaneasurementsf the MSR arein progressanda numberof developments
and extensionsare undervay. First, the integration of the FPX with the currentMSR configu-
ration will sooncommence.The FastIP Lookup (FIPL) algorithmhasbeenimplementedn re-
programmablénardware usingthe FPX, and simulationshave demonstrate@ speedof over nine
million lookupsper secondmay be possibleon eachport. In addition,otherapplicationsare cur
rently beingportedto the FPX. Second SPCII is underdevelopmentwith availability plannedfor
theendof 2001.1t will have afastemprocessof500MHz to 1 GHzPlIl), muchhighermainmemory
bandwidth(SDRAM), andalarger memory(256 MB). Third, a Gigabit Ethernetiine card is being
designedaroundthe PMC-SierraPM3386 S/UNI-2xGE Dual Gigabit EthernetControllerchipset
with plansfor availability in early 2002. This will allow usto interfacethe MSR to routersand
hoststhathave GigabitEthernetnterfaces.Fourth,mary CP softwae componentarein theirearly
prototypingstage.Someof thesecomponentsnclude: 1) Automaticmulti-level bootprocesshat
startswith discorery andendswith acompletelyconfiguredyunningrouter;2) Network monitoring
component®asedn active, extensibleswitchandPPMIBs andprobesprovidesa multi-level view
of the MSR router;and3) the Zebra-basedouting framework.

The WashingtonUniversity MSR provides an open,flexible, high-performanceoutertestbed
for advancednetworking researchlts parallelarchitecturewill allow researcherg dealwith mary
of the samereal designissuesfacedby moderncommercialdesigners.Finally, its reprogramma-
bility in combinationwith its opendesignandimplementatiorwill male it anideal prototyping
environmentfor exploring advancednetworking features.
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